
Quantitative Measurement and Design
of Source-Location Privacy Schemes

for Wireless Sensor Networks
Yun Li, Jian Ren, Senior Member, IEEE, and Jie Wu, Fellow, IEEE

Abstract—Wireless sensor networks (WSNs) have been widely used in many areas for critical infrastructure monitoring and

information collection. While confidentiality of the message can be ensured through content encryption, it is much more difficult to

adequately address source-location privacy (SLP). For WSNs, SLP service is further complicated by the nature that the sensor nodes

generally consist of low-cost and low-power radio devices. Computationally intensive cryptographic algorithms (such as public-key

cryptosystems), and large scale broadcasting-based protocols may not be suitable. In this paper, we first propose criteria to

quantitatively measure source-location information leakage in routing-based SLP protection schemes for WSNs. Through this model,

we identify vulnerabilities of some well-known SLP protection schemes. We then propose a scheme to provide SLP through routing to

a randomly selected intermediate node (RSIN) and a network mixing ring (NMR). Our security analysis, based on the proposed criteria,

shows that the proposed scheme can provide excellent SLP. The comprehensive simulation results demonstrate that the proposed

scheme is very efficient and can achieve a high message delivery ratio. We believe it can be used in many practical applications.

Index Terms—Source-location privacy, source-location information leakage, quantitative measurement, wireless sensor networks

(WSNs).

Ç

1 INTRODUCTION

WIRELESS sensor networks (WSNs) have been envi-
sioned as a technology that has a great potential to

be widely used in both military and civilian applications.
Sensor networks rely on wireless communication, which is
by nature a broadcast medium and is more vulnerable to
security attacks than its wired counterpart due to lack of a
physical boundary. In the wireless sensor domain, any-
body with an appropriate wireless receiver can monitor
and intercept the sensor network communications. The
adversaries may use expensive radio transceivers, power-
ful workstations, and interact with the network from a
distance since they are not restricted to using sensor
network hardware. It is possible for the adversaries to
identify the message source or even identify the source
location, even if strong data encryption is utilized.

Source-location privacy (SLP) is an important security
issue. Lack of SLP can expose significant information about
the traffic carried on the network and the physical world
entities. While confidentiality of the message can be ensured
through content encryption, it is much more difficult to
adequately address the SLP. Preserving SLP is even more

challenging in WSNs since the sensor nodes consist of only
low-cost and low-power radio devices, and are designed to
operate unattended for long periods of time. Battery
recharging or replacement may be infeasible or impossible.
Computationally intensive cryptographic algorithms, such
as public-key cryptosystems, and large scale broadcasting-
based protocols, are not suitable for WSNs. To optimize the
sensor nodes for the limited node capabilities and the
application specific nature of the WSNs, traditionally,
security requirements were largely ignored. This leaves
WSNs vulnerable to network security attacks. In the worst
case, adversaries may be able to undetectably take control of
some wireless sensor nodes, compromise the cryptographic
keys, and reprogram the wireless sensor nodes.

In this paper, we first propose some criteria to quantita-
tively measure source-location information leakage for
routing-based SLP schemes. Through the proposed mea-
surement criteria, we are able to identify security vulner-
abilities of some exiting SLP schemes. We then propose a
scheme that can provide both content confidentiality and
SLP through a two-phase routing. In the first routing phase,
the message source randomly selects an intermediate node in
the sensor domain and then transmits the message to the
randomly selected intermediate node (RSIN). This phase
provides SLP with a high local degree. In the second routing
phase, the messages will be routed to a ring node where the
messages will be blended through a network mixing ring
(NMR). By integrating the NMR, we can dramatically
decrease the local degree and increase the SLP. Our
simulation results demonstrate that the proposed scheme is
very efficient and can achieve a high message delivery ratio.
We believe it can be used in many practical applications.

The major contributions of this paper can be summarized
as follows:
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. We develop a model to quantitatively measure
source-location information leakage for routing-
based SLP schemes.

. We identify three criteria to measure source-location
information leakage for routing-based schemes.

. We propose a two-phase routing scheme to protect
routing-based source-location information.

. We provide extensive simulation results using ns-2 to
demonstrate the efficiency of our proposed scheme.

The rest of this paper is organized as follows: In Section 2,
related work is reviewed. The network models are described
in Section 3. The proposed SLP evaluation model is
presented in Section 4. Section 5 analyzes the existing
schemes. Section 6 details the proposed SLP scheme. Security
analysis and performance analysis are provided in Sections 7
and 8, respectively. We conclude in Section 9.

2 RELATED WORK

In the past two decades, originated largely from Chaum’s
mixnet [1], a number of protocols have been proposed to
provide SLP [1], [2], [3]. The mixnet family protocols use a
set of “mix” servers that blend the received packets so that
the communication source (including the sender and the
recipient) becomes ambiguous. They rely on the statistical
properties of background traffic, also referred to as cover
traffic, to achieve the desired anonymity. However, these
schemes all require public-key cryptosystems and are not
suitable for WSNs.

Broadcasting-based schemes provide SLP by mixing the
valid messages with the dummy messages so that they
become indistinguishable to the adversaries [4]. In a
practical situation, the dummy messages can be signifi-
cantly more than the valid messages, which not only
consumes a significant amount of the limited energy, but
also increases network collisions and decreases the packet
delivery ratio. Therefore, these schemes are not quite
suitable for large sensor networks.

Providing SLP through dynamic routing is, in our
opinion, one of the most feasible approaches in WSNs [5],
[6], [7]. The main idea is to prevent the adversaries from
tracing back to the source location through traffic monitor-
ing and analysis. A representative example of a routing-
based protocol is the phantom routing protocol, which
involves two phases: a random walk phase and a subse-
quent flooding/single path routing phase. In the random
walking phase, the message from the actual source will be
routed to a phantom source along a random path or a
designed directed path. The phantom source is expected to
be far away from the actual source, which will make the
actual source’s location hard to be traced back by the
adversaries. However, theoretical analysis shows that if the
message is routed h hops randomly, it is highly possible that
the distance between the phantom source and the actual
source is within h=5. To solve this problem, directed walk,
through either a sector-based or a hop-based approach, was
proposed. Take the section-based directed walk, for exam-
ple. The source node first randomly determines a direction
that the message will be sent. This direction information is
stored in the header of the message. Every forwarder on the

random walk path will forward this message to a random

neighbor in the same direction as the source node did so that

the phantom source can be far away from the actual source.

Unfortunately, once the message is captured on the random

walk path, the adversaries will be able to get the direction

information stored in the header of the message. Therefore,

exposure of the direction information decreases the com-

plexity for adversaries to traceback to the actual message

source in the order of 2h.

3 NETWORK MODELS AND DESIGN GOALS

SLP is a key security requirement for military and many

civilian applications. In the asset monitoring model, WSNs

can be used to monitor the activities or presence of animals

in a wild animal habitat. However, the information should

be kept unavailable to illegal hunters. In military intelli-

gence networks, to protect the message source, both the

message source and the routing path have to be protected

from adversarial attacks.
Before we describe our proposed SLP scheme in WSNs,

we will introduce the system model and adversarial model

in this section to capture the relevant features of WSNs and

the potential adversaries in SLP applications.

3.1 System Model

Our system is similar to the explanatory Panda-Hunter

Game that was introduced in [5], [8]. In this Panda-Hunter

Game, a sensor network is deployed to continuously

monitor activities and locations of the animals in a wild

animal habitat. Once a panda is discovered, the correspond-

ing source node in the nearby area will observe and report

data periodically to the SINK node. However, the illegal

hunters, who may try to track and locate the panda, should

be prevented from acquiring this kind of information. Our

goal is to make it infeasible for the adversaries to determine

the location of the panda by analyzing the traffic pattern

and messages transmitted through the network. We make

the following assumptions about our system:

. The SINK node is the only destination for messages
to be transmitted to. The information of the SINK
node is made public.

. Each message will include a unique dynamic ID
corresponding to the location where this message is
generated. The content of each message will be
encrypted using the secret key shared between the
node/grid and the SINK node.

. The sensor nodes are assumed to know their relative
location. We also assume that each sensor node has
the knowledge of its adjacent neighboring nodes.

. The key management, including key generation, key
distribution, and key updating, is beyond the scope
of this paper.

3.2 Adversarial Model

Because of the high profits related to panda hunting, the

adversaries would try their best to equip themselves with

advanced equipment, which means they would have some

technical advantages over the sensor nodes. In this paper,
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the adversaries are assumed to have the following

characteristics:

. The adversaries will have a sufficient energy
resource, adequate computation capability, and
enough memory for data storage. On detecting an
event, they could determine and move to the
immediate sender by analyzing the strength and
direction of the signal they received. The adver-
saries may also compromise some sensor nodes in
the network. We also assume that the adversaries
will never miss any event when they are close to
the event.

. The adversaries will not interfere with the proper
function of the network, such as modifying packets,
altering the routing path, or destroying sensor
devices, since such activities can be easily identi-
fied. However, the adversaries may carry out
passive attacks, such as eavesdropping of the
communications.

. The adversaries are able to monitor the traffic in an
area that is important to them and get all of the
transmitted messages. However, we assume that the
adversaries are unable to monitor the entire net-
work. In fact, if the adversaries could monitor the
entire WSN, then they can monitor the events
directly without relying on the sensor network.

3.3 Design Goals

Our design goal can be summarized as follows:

. Build a security evaluation model to facilitate the
designing and analyzing of routing-based source-
location protection schemes.

. The adversaries should not be able to get the source-
location information by analyzing the traffic pattern.

. The adversaries should not be able to get the source-
location information even if they are able to monitor
a certain area of the sensor network and compromise
a few network nodes.

. Only the SINK node is able to identify the source-
location through the messages received. The recov-
ery of the source-location from the received message
should be very efficient.

. The length of each message should be as short as
possible to save the precious sensor node power.
This is because on average, transmission of one bit
consumes about as much power as executing 800-
1,000 instructions [9].

4 SLP EVALUATION MODEL

Although SLP has been discussed in the literature, the

research on quantitative measurement and analysis on

information leakage of the source-location in routing-based

schemes is largely unfolded. In this section, we define some

criteria to quantitatively measure the source-location

information that can be acquired from routing-based

schemes. These criteria can be used to quantitatively

analyze the existing routing-based schemes and also

provide a theoretic foundation for a new scheme design.

In a network, an adversary may always try to derive the
source-location information from a captured message
through traffic analysis and/or routing traceback. We
divide our analysis into three categories:

1. Correlation-based source identification attack: Correla-
tion-based attack is an ID based source node
determination. When an adversary receives a mes-
sage with an ID whose location is already known,
the location of this node is also known.

2. Routing traceback attack: Routing traceback is an attack
that when an adversary captures a message, he can
identify the immediate message sender and quickly
move to it. For fixed path routing of length n, if the
adversary can capture n messages from this source,
then he is able to locate the message source mode.

3. Reducing source space attack: Reducing source space
attack refers to the attack that the adversary can limit
the source node to a proper subset/area in the
networks when a message is captured. When multi-
ple messages are captured, the subset/area may be
further reduced so that the source location can be
limited to a subset/area that may lead to a relatively
easier or complete source identification.

Traditionally, each transmitted message bears a fixed
message ID. If the location of the message ID is already
known, then the source location of the message can be
easily determined. Otherwise, the adversary can perform a
routing traceback attack for all messages with the same or
even correlated ID.

To prevent correlation-based source identification, a
dynamic ID-based approach [6] can be used to prevent
adversaries from relating messages transmitted from each
source. This can be done by requiring that each node in the
network be preloaded with an ID-hash-chain so that a
different and uncorrelated ID is attached to each message.
The adversaries are no longer able to get any useful
information about the source node through correlation-
based source identification.

For routing traceback and reducing source node space
analysis, we define two criteria to measure the source-
location information leakage.

Definition 1 (Source-location Disclosure Index (SDI)). SDI
measures, from an information entropy point of view, the
amount of source-location information that one message can
leak to the adversaries.

For a routing scheme, if we assume the total privacy for a
source node S is 1, and the SDI is fixed, then the adversary
only needs to receive d 1

SDIe messages initiated from S in
order to successfully locate S. Therefore, for a good SLP
scheme, SDI should be as small as possible.

Definition 2 (Source-location Space Index (SSI)). SSI is
defined as the set of possible network nodes, or area of the possible
network domain, that a message can be transmitted from.

For a routing scheme, if SSI is large, it means that the
message may be transmitted by many possible source
nodes. On the contrary, if SSI is small, then the adversary
can limit the possible source nodes to a small group.
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Therefore, for a SLP scheme, SSI should be as large as
possible so that the complexity for an adversary to perform
an exhaustive search of the message source is maximized.

Definition 3 (Normalized Source-location Space Index

(NSSI)). NSSI is defined as the ratio of the SSI area over the
total area of the network domain. Therefore, NSSI 2 ½0; 1�,
and we always have NSSI ¼ 1� � for some � 2 ½0; 1�. The �
is called the local degree.

It is clear that the scheme with the local degree 0
provides the highest degree of SLP.

5 ANALYSIS OF THE EXISTING SCHEMES

In this section, we will analyze the source privacy of some
well-known routing-based schemes using our proposed
evaluation criteria.

5.1 Security Evaluation for Fixed Path Routing

We assume the attacker’s sensing range is the same as the
regular sensor nodes in the wireless sensor domain.

Lemma 1. Suppose there is a fixed routing path between the
source node S and the destination node D of length L hops. A
is an adversary who can detect all messages transmitted to D.
Then, after receiving L messages, A will be able to traceback to
the source node S, i.e.,

SDI ¼ 1

L
:

Proof. This is because, for each message received, the
adversary A can move one hop closer to the source node
S. Since the source node S and the destination node D
are only L hops apart, we only need L messages in order
to fully traceback from the destination node D to the
source node S. Therefore, we have

SDI ¼ 1

L
:

tu

This is the least secure SLP scheme we can imagine. To
increase SLP, multiple schemes have been proposed [10],
[11], [12], [13], [14] though nonintersected routing paths
between the source node and the destination node.

Suppose there are n disjoint routing paths between the
source node S and destination node D, and the length of the
n paths are: L1; L2; . . . ; Ln, respectively.

For each message, the source node S will send it along
path Li with probability pi, where

Xn
i¼1

pi ¼ 1:

For path i, we have SDIi ¼ pi
Li
; i ¼ 1; . . . ; n. Define the

overall SDI as

SDI ¼
Xn
i¼1

pi � SDIi:

We will then have the following result:

Theorem 1. Suppose there are n disjoint routing pathes between

the source node S and the SINK node D. The lengths of the n

routing pathes are L1; L2; . . . ; Ln. Let pi be the probability that

messages will be transmitted along the path Li, then when

pi ¼ Li
L1þL2þ���þLn ; i ¼ 1; 2; . . . ; n, the SDI is minimized,

which is

SDI ¼ 1

L1 þ L2 þ � � � þ Ln
:

Proof. Recall that SDI is a function of p1; p2; . . . ; pn. To
find the minimal of SDIðp1; . . . ; pnÞ ¼

Pn
i¼1 pi � SDIi ¼

p2
1

L1
þ � � � þ p2

n

Ln
, subject to the constrain p1 þ � � � þ pn ¼ 1,

we will use Lagrange multipliers.
Define

F ðp1; . . . ; pn; �Þ ¼
p2

1

L1
þ � � � þ p2

n

Ln
þ � � ðp1 þ � � � þ pn�1 � 1Þ:

Let rp1;���;pnF ðp1; . . . ; pnÞ ¼ ð@F@p1
; . . . ; @F@pn ;

@F
@�Þ ¼ 0, then we

have

F 0p1
¼ 2p1

L1
þ � ¼ 0

F 0p2
¼ 2p2

L2
þ � ¼ 0

..

.

F 0pn ¼
2pn
Ln
þ � ¼ 0

p1 þ � � � þ pn ¼ 1:

8>>>>>><
>>>>>>:

We can solve � ¼ � 2p1

L1
¼ � � � ¼ � 2pn

Ln
¼ � 2

L1þ���þLn , and the
only stationary point is

p1 ¼
L1

L1 þ � � � þ Ln
; . . . ; pn ¼

Ln
L1 þ � � � þ Ln

� �
;

which corresponds to the minimal value of SDI. That is

SDI ¼ 1

L1 þ � � � þ Ln
:

tu
Corollary 1. Suppose there are n disjoint routing paths between

the source node S and the destination node D. The length of

the n routing paths are L1; L2; . . . ; Ln, respectively. The

adversary then needs to receive on average

1

SDI
¼ L1 þ L2 þ � � � þ Ln;

messages to fully determine the location of the source node, i.e.,

traceback to the source node.

Note that for a single adversary, Corollary 1 only gives
the average number of packets required to find the
message source. If multiple adversaries collaborate and
monitor all the routing paths for message transmission,
then the adversaries can fully identify the message source
with at most L1 þ L2 þ � � � þ Ln � ðn� 1Þ received mes-
sages. Therefore, to provide SLP in a network, we have to
increase the total number of possible routing paths
between the destination node and the source node.
However, for a practical network configuration, the
number of routing paths cannot be increased without
limitation. This means that we will always have SDI > 0.
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We can summarize the two defects of the SLP schemes
through a fixed routing path as follows:

. Nonzero SDI: For fixed path routing, no matter how
dedicated the scheme is designed, SDI is always
larger than 0. In other words, for each message sent
out by one source node, from a probability point of
view, there is always a fraction of source information
to be leaked to the adversaries. So, no matter how
small the SDI is, when enough messages are
received, the adversaries are always able to locate
the source node.

. Limited SSI: Because the routing paths are fixed for
the source node, the correlation between the mes-
sages transmitted on a particular path and the source
node is high. In other words, SSI is small compared
to the overall sensor network size.

The previous analysis is based on the assumption that
the adversary is able to receive and identify the messages
transmitted from the actual message source, say S. For each
received message, the adversary is able to move one hop
closer to the message source in the fixed routing path. In the
case that the adversary is unable to correlate the messages
received with the message source, and use all the messages
to find the actual message source node, the recovery of the
source location can be much more difficult. This is because
the message received from the other message source may
mislead the adversary to move away from the source node
S. In this case, the SDI becomes 0 since no information can
be linked to the message source S. In particular, Theorem 1
and Corollary 1 are no longer applicable.

5.2 Security Evaluation for Dynamic Routing Path

In phantom routing, the message is first routed to a
phantom source through a random path before it is
forwarded to the actual destination node. To make sure
that the phantom source is away from the actual source
node, the direction information must be stored in the
message’s header. In this way, the intermediate nodes on
the routing path are able to select the next forward node on
the routing path along the same direction.

From an adversary’s point of view, on corrupting a
message in the random walk path, the adversary is able to
move one hop closer to the actual source node. However,
because the routing path is dynamic, the possibility that the
adversary can receive another message sent from the same
source may be very small, especially for a large scale
network. In other words, the correlation between the source
node and the message received in the random path can be
viewed as zero, i.e., SDI ’ 0. However, the direction
information stored in the message header can facilitate the
adversary to narrow the possible area of the source node.
Take the section-based random walk as an example. Once a
message is corrupted by an adversary on the random path,
the adversary can determine to which direction of the
current location the actual source node is located.

When multiple adversaries collaborate in the target area
T , the NSSI can be further reduced and the SLP is no
longer well protected.

In addition to the NSSI-based attacks, in phantom
routing, each sensor node is assumed to have a unique ID

that corresponds to a physical location. Only the SINK node
can tell a node’s location from its ID. The source node ID is
directly included in the message packet. This ID also serves
as the identifier of the encryption key shared between the
grid and the SINK node. The problem of this design is that
it makes it possible for the adversaries to monitor and link
all messages from the same source node together, which
may help the adversaries to identify the source location
since the IDs correspond to the grids’ locations. Whenever
the adversaries discover a message sent from a grid with an
ID that they already know, they can use this message to
move closer to the message source.

6 PROPOSED SCHEMES

In this section, we will present our proposed SLP
schemes. First, to prevent the adversaries from getting
any useful source-location information through correlation-
based source identification, a dynamic ID proposed in [6]
should be used for each message. Then, we introduce a
two-phase routing protocol to provide SLP and content
confidentiality. In the first phase, the source node routes
the messages to a ring node through a single randomly
selected intermediate node (RSIN) in the sensor domain
before the message is routed to the mixing ring. Although
this phase can provide a good SDI, the local degree is still
large. In the second phase, the message from the first
phase will be forwarded to the network mixing ring
(NMR) [6]. The combination of these two phases
guarantees the local degree to be small, therefore,
providing a high degree of SLP.

In our scheme, the network is evenly divided into small
grids, as shown in Fig. 1. The formation of the grid and the
header node selection in each grid have been studied in
many literature works [6]. We assume that the sensor nodes
in each grid are all within the direct communication range
of each other. In each grid, the header node coordinates the
communication with other header nodes nearby. We
assume that the whole network is fully connected through
the multihop communications.

After the formation of all the grids, a large ring is
generated in the sensor network to provide a network-level
traffic mix. This ring is called the mixing ring. The mixing
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ring is composed of multiple header nodes. We call these
header nodes ring nodes. The ring nodes are further divided
into relay ring nodes and normal ring nodes. The messages
transmitted in the mixing ring are referred to as vehicle
messages. Vehicle messages will be transmitted in the ring in
a clockwise direction, called ring direction. Only relay ring
nodes can generate vehicle messages. We also define the
grids containing ring nodes as ring grids. Correspondingly,
the grids without ring nodes are called normal grids. The
sensor nodes in normal grids are defined as normal nodes.
The messages sent by the normal nodes are referred to as
messages. When a normal node has a message to transmit,
the message will first be sent to the header node in that grid.
The header node will then forward this message to a
randomly selected intermediate node before it is forwarded
to a ring node. The ring transmission provides a network-
level traffic mix. The detailed description of the proposed
two-phase routing will be described in the subsequent
sections.

6.1 Key Management

We require two kinds of keys in our scheme:

. Grid-key KGi
: the key shared between grid Gi and the

SINK node.
. Ring-key KAB: the key shared between ring grid A

and ring grid B.

The grid-keys are used to provide message content
confidentiality. When the ith normal grid has a message m
to transmit, the message is first encrypted using the grid-
key: KGi

, then its dynamic ID id
ðiÞ
j is prefixed to the

encrypted message. Therefore,

Msg ¼ idðiÞj kEKGi
ðmÞ;

will be transmitted from the source node to the SINK node,
where EKGi

ðmÞ is the ciphertext of m, encrypted using the
secret key KGi

shared between the ith grid with dynamic ID
id
ðiÞ
j and the SINK node.
On receiving a message Msg, the SINK node identifies

the source grid and decrypts the message Msg to recover m.
Fig. 2 gives an example of a mixing ring, where

A;B;C;D;E are the ring nodes. Each ring node shares a
secret key with its predecessor ring node and a secret key
with its successor ring node. For instance, ring node B

shares a key KAB with node A, and a key KBC with node C.

6.2 Routing to a Single Intermediate Node

As described before, phantom routing has no control over

the phantom source without leaking significant side

information. To solve this problem, in the proposed

protocol, the message source first randomly selects an

intermediate node at the sensor domain based on the

relative location of the sensor node, defined in the grid

shown in Fig. 1. The intermediate node is expected to be far

away from the actual source node so that it is difficult for

the adversaries to get the information of the actual source

node from the intermediate node selected.
Since we assume that each sensor node only has

knowledge of its adjacent nodes. The source node has no

accurate information of the sensor nodes more than one hop

away. In particular, the randomly selected intermediate

node may not even exist. However, the relative location can

guarantee that the message will be forwarded to the area of

the intermediate node. The last node in the routing path

adjacent to the intermediate node should be able to tell

whether such a randomly selected intermediate node exists

or not. In the case that such a node does not exist, this node

will become the intermediate node. The intermediate node

then routes the received message to a ring node.
Suppose the source node is located at the relative

location ðx0; y0Þ. To transmit a message, it first determines

the minimum distance, dmin, that the intermediate node has

to be away from the source node. We denote the distance

between the source node and the randomly selected

intermediate node as drand. Then, we have drand � dmin.
Whenever the source node needs to generate a drand, it

first generates a random number x, which is normally

distributed with mean 0 and variance �2, i.e., X � Nð0; �Þ.
Then, the source node can calculate drand as

drand ¼ dmin � ðjxj þ 1Þ:

The probability that drand is located in the interval

½dmin; �dminÞ is

2’0;�2ð�� 1Þ � 1 ¼ 2
1

�
ffiffiffiffiffiffi
2�
p e�

ð��1Þ2

2�2 � 1 ¼ 2’
�� 1

�

� �
� 1;

where � is a parameter larger than 1, and ’0;�2 is the

probability density Gaussian function [15]. The cumulative

distribution function (CDF) �ð0; �2Þ of Nð0; �Þ is defined as

follows [16]:

�0;�2ðxÞ ¼
Z x

�1
’0;�2ðuÞ du

¼ 1

�
ffiffiffiffiffiffi
2�
p

Z x

�1
exp
�
� u2

2�2

�
du

¼ �
�x
�

�
:

If we choose � ¼ 1, then the probability that drand falls

within the interval ½dmin; 2dminÞwill be 2�ð11Þ � 1 ¼ 0:6827. If

we choose � ¼ 2, then we get the probability that drand is in

the interval ½dmin; 3dminÞ to be 2�ð21Þ � 1 ¼ 0:9545.
After drand is determined, the source node randomly

generates an intermediate node located at ðxd; ydÞ that

satisfies
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Fig. 2. Message transmission in the ring.



drand ¼
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
ðxd � x0Þ2 þ ðyd � y0Þ2

q
� dmin:

Upon receiving the message, the intermediate node
forwards the message to the closest ring node.

An example is given in Fig. 3, where S indicates a source
node in the network and I1; I2; I3 are three intermediate
nodes. The selection of drand guarantees that none of the
intermediate nodes will be in the shaded area. Then,
I1; I2; I3 will forward these messages M1;M2;M3 to the ring
nodes R1; R2; R3, respectively.

Unlike the directed walk proposed in phantom routing,
in our proposed RSIN scheme, the selection of the
intermediate nodes is entirely random. Therefore, it does
not have the security weaknesses of phantom routing, as
discussed before. More security analysis will be provided in
Section 7.

6.3 Network Mixing Ring (NMR)

In the second routing phase, the messages will be
forwarded hop-by-hop in the mixing ring. The network
mixing ring is a logic ring established by selecting a set of
hop-by-hop connected grids that can form a ring. The ring
nodes can be either regular nodes or special nodes. In the
case that the ring nodes are regular nodes, the ring nodes in
the selected grid can take turn to be the ring node to achieve
energy balance.

In the mixing ring, each ring node can route messages
toward its successor in the ring direction, which is the next
hop node in a clockwise direction. The message can hop
along the ring direction for a random number of hops
before it is transmitted to the SINK node. This routing
process provides SLP that resembles the airport terminal
transportation system. The message transmission in the ring
acts as a network-level mix. As long as it is infeasible for an
adversary to distinguish the message initiator from the
message forwarder in the mixing ring, it would be
infeasible for the adversary to identify the source location
of the actual message.

In the mixing ring, only the relay ring nodes can initiate
the vehicle messages starting with dummy messages, and
deliver the vehicle messages to the SINK node. The normal
ring nodes can store and forward messages received from
the normal node to its successor ring node. The relay ring
nodes can be either more powerful than or the same as the
normal ring nodes.

Each vehicle message may contain several message units.
These units are left unused initially. If a unit in the vehicle
message is not used, we name this unit as dummy unit,
composed of any fixed data structure, such as all 0s. The
length of a unit is the same as the message sent by a normal
node. Upon receiving a vehicle message, if a normal ring
node has an actual message received and there is still a
dummy unit in the vehicle message, it can replace this
dummy unit with the message. The updated vehicle
message will then be forwarded to its successor ring node.
If it has not received any messages from the normal nodes,
or there is no dummy units left in the vehicle message, it
simply forwards this vehicle message.

In our scheme, to thwart the message source analysis, the
message transmission in the ring is encrypted. Each ring
node shares a secret key with its predecessor ring node and
a secret key with its successor ring node.

When an encryption algorithm is used, it is computa-
tionally infeasible for the adversary to find the correlation
between the input and output of each node. The vehicle
message should be sent at a rate which can ensure that all
the messages are embedded in vehicle messages and
forwarded to the SINK with minimum delay.

Apparently, the energy drainage for the relay ring nodes
will be faster than the normal ring nodes. To balance the
energy consumption, the normal ring nodes can take turns
being the relay ring nodes. Similarly, since the energy
drainage for the ring nodes will be faster than the regular
grid nodes, the nodes in the selected ring grid can take turns
being the ring node.

7 SECURITY ANALYSIS

We will first analyze the SLP from routing to a single RSIN
in the first routing phase. We assume the adversary is
unable to monitor the entire sensor area of the source node,
since otherwise it can monitor the actual event directly.

In our RSIN, the intermediate node is randomly selected
by the source node. From a probability point of view, every
node away from the source node can be selected as the
intermediate node. Moreover, the probability for a node to
be selected as the intermediate node multiple times is
negligible in large sensor networks.

If an adversary tries to traceback to the source location
from the message in the route path through which the
packet is being transmitted to the SINK node. To the best
extend, the adversaries will be led to the randomly selected
intermediate node, instead of the actual message source.
Since the intermediate node is randomly selected for each
message, the probability that the adversaries will receive the
messages from one source node continuously is negligible.

Even if one intermediate node’s location is discovered by
the adversaries, the source location still cannot be identified
because the locations of the intermediate nodes are at least
dmin away from the actual source node. Therefore, the
probability for the same routing path to be selected for
multiple events from the same source is negligible for large
sensor networks. In other words, we have

SSI ¼ 0;

with negligible exception.
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Fig. 3. Illustration of the two-phase routing.



However, when an adversary intercepts a message in the
first routing phase, that is when the message is routed to a
single RSIN, there are two possible scenarios: 1) the
adversary receives the message while the message is being
transmitted from the source node to the randomly selected
intermediate node, and 2) the message is being transmitted
from the intermediate node to the SINK node.

For scenario 1) when an adversary at location A
receives a message, according to our assumption, he can
immediately find the message forwarder node F in Fig. 4.
We also know the probability that the source node being
in the area with radius 3dmin to node F is 95.45 percent,
and 99.73 percent for radius 4dmin. In addition, if this is
the only message that the adversary receives, the next hop
node can only be located in area X, which is the areas with
vertical lines. In this way, there is a very high probability
that the actual source node is located in area X or area Y,
which is the area with horizontal lines.

For scenario 2) upon receiving a message, there is a high
probability that the adversary is also able to limit the
intermediate node and the actual message source node to a
ribbon area, shown in Fig. 5. This is because when the
adversary at location A receives a message, he can
immediately identify the message forward node F . If F is
the randomly selected immediate node, then the actual
message source will be located in the circle with radius
3dmin; otherwise, based on the direction information and the
selection of intermediate nodes, we can derive with high
probability that the actual message source is located in the
shaded area.

In this way, though our protocol does not directly leak
information to the adversaries, the adversary can still
narrow the actual message source node to a small area
with high probability. Therefore, in both cases, routing
through a single RSIN results in a source-location privacy
with a high local degree.

However, if we integrate the NMR as the second phase
in the routing, the local degree of the SLP becomes
negligible. In fact, we have the following theorem:

Theorem 2. It is computationally infeasible for an adversary to
distinguish the message initiator and message forwarder in the
mixing ring.

Proof. (Sketch) As we have described, all message transmis-
sions in the mix ring are encapsulated into a vehicle

message and encrypted using the secret key shared
between the ring nodes. Particularly, when a ring node B
in Fig. 2 receives a message M1 from its predecessor node
A, it transmits message M2 to its subsequent node C,
where M2 is generated from M1: M2 ¼ EKBC

ðmÞ, and
m ¼ fDKAB

ðM1Þg if M1 is an actual message; otherwise,
m can be any message initiated by node B. KAB;KBC are
the secret keys shared between A;B and B;C, respec-
tively. The plaintext encapsulated in M1 and M2 can be
either the same or different, based on whether node B

has embedded its own messages. However, it is
infeasible for the adversaries to get this information
and derive the correlation between these two vehicle
messages. This is guaranteed by the diffusion property of
the encryption algorithm. Therefore, the adversaries are
unable to distinguish whether the ring node has
embedded its own message in the updated vehicle
message. Consequently, it is computationally infeasible
for the adversary to distinguish the message initiator and
message forwarder node in the mixing ring. tu

It should be point out that without a hop-by-hop
message encryption, by comparing the vehicle message
that a node receives and transmits, the adversary can
determine whether a message has been loaded into the
updated vehicle message. In this way, when an adversary
receives a message while the message is being transmitted
from a ring node to the SINK node, the actual message
source node can be anywhere in the entire sensor domain.
Therefore, we have NSSI ¼ 1 and the local degree is 0.

For large sensor networks, the probability for an
adversary to intercept a message while the message is
being transmitted to the mixing ring is negligible. There-
fore, the local degree is 0 with negligible exception.

The hop-by-hop encryption technique can also be used in
the RSIN phase. However, it is not as critical as it is for the
mixing ring. The extra energy budget cannot be easily
justified due to the limited benefit. It is also possible to have
multiple mixing rings. In fact, mixing rings can also be used
to provide local SLP. However, this part will not be
considered in this paper.

While being able to provide SLP for WSNs, our
proposed scheme is also quite energy efficient. The
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Fig. 4. Local source-location privacy: an adversary receives a message
in scenario 1.

Fig. 5. Local source-location privacy: an adversary receives a message
in scenario 2.



performance of the proposed scheme will be further

analyzed in the next section.

8 PERFORMANCE ANALYSIS AND SIMULATION

RESULTS

In our design, all messages will be delivered to the SINK

node through the mixing ring. While providing network-

level SLP, the location of the ring should be selected to

ensure that the overall energy consumption and latency for

message transmission is lowest for the normal nodes to

complete these operations. We assume that each sensor

node in the network has complete knowledge of its relative

location in the sensor network and also some ring nodes. We

also assume that the energy drainage for each transmission

is proportional to the square of the distance, i.e.,

E ¼ �� d2;

where E denotes the energy consumption, � is a constant

parameter, and d is the distance of the transmission. Fig. 6

gives an example of a target area of size 2s� 2s. The shaded

grids are selected as the ring grids. The line in the middle of

the shaded area is indicated by the solid line. Assume the

density of the sensor nodes in the sensor network is �, then

the total energy consumption for each sensor node in this

area to transmit one message to its ring node can be

calculated as follows:

Etotal ¼ 8EU

¼ 8��

Z �=4

0

Z s= cos �

0

ðr� eÞ2rdrd�;

where EU is the energy consumption for area U , as

demonstrated in Fig. 6. To find the e for minimum energy

consumption, we let

dEtotal
de

¼ 8��

Z �=4

0

Z s= cos �

0

ð�2Þ � ðr� eÞrdrd� ¼ 0:

We can derive

e ¼ s

3

ffiffiffi
2
p
� s

6
lnð2Þ þ s

3
lnð2þ

ffiffiffi
2
p
Þ � 0:765 s:

In this way, we derive the optimal ring location.

In a practical application, for large sensor networks, it is
possible that only a small fraction of the sensor nodes in the
sensor network has events to report at any given time. We
name these nodes active nodes. We also define two
parameters in our simulation: 	 , the number of messages
a normal node generates in each second, and a, the active
node ratio.

Assume the network is composed of g normal nodes, and
the ring consists of 
 ring nodes. On average, one ring node
should be responsible for delivering messages from g=


normal nodes. Assume messages are l bits long, then, on
average, in each second, a ring node will receive

g



� l� a� 	 ¼ gla	



;

messages.
If vehicle messages are L bits long, the number of vehicle

messages generated by a ring node in one second is

gla	



� 1

L
¼ gla	


L
:

Since only the relay ring nodes on the ring can generate
vehicle messages, if there are n relay ring nodes in the ring,
then each relay ring node needs to generate

gla	


L
� 

n
¼ gla	

nL
;

vehicle messages each second.
We conduct simulations using ns-2 on a Linux system to

measure the performance of our proposed scheme. The
results are provided in Fig. 7 to demonstrate the power
consumption (for both normal nodes and ring nodes),
message latency, and message delivery ratio of the
proposed scheme.

In the simulation, the target area is a square field of size
8;000� 8;000 meters. We partition this field into 2,400 normal
grids/nodes. The parameters are selected as follows:
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Fig. 6. Optimal NMR determination.

Fig. 7. Performance of the proposed routing and encryption scheme:
(a) Power consumption of normal nodes; (b) Power consumption of ring
nodes; (c) Message latency; (d) Message delivery ratio.



1. 
 ¼ 80, i.e., the mixing ring is composed of 80 grids;
2. dmin � 600, i.e., the randomly selected intermediate

node is at least 600 meters away from the actual
message source;

3. n ¼ 4, i.e., there are four relay ring nodes in the
mixing ring;

4. l ¼ 8, i.e., the messages are 8 bits long; and
5. L ¼ 16, i.e., the vehicle messages are 16 bits long.

From Figs. 7a and 7b, we can see that ring nodes
consume more energy than normal nodes. To solve this
problem, the nodes in ring grids can take turns being ring
nodes. It is also noticed that the delivery ratio drops
exponentially when the traffic volume increases. This is
primarily due to increased traffic collisions and packet
losses. For large sensor networks, the percentage of
concurrent active nodes may be very low. The transmission
frequency also tends to be low. In other words, the traffic
volume may be low. In this scenario, we can ensure almost
100 percent delivery ratio, as shown in Fig. 7d.

A comparison of the performance of our proposed and
other existing schemes can be found in reference [17]. These
simulation results demonstrate that the proposed scheme is
very efficient and is suitable for practical applications.

9 CONCLUSIONS

SLP is critical to the successful deployment of WSNs for
many applications. In this paper, we have proposed some
criteria to quantitatively measure SLP for routing-based
schemes. Based on these criteria, we have proposed a
scheme that can achieve SLP in WSNs through a two-phase
routing: routing to a single RSIN and routing through the
NMR. The optimal location for the mixing ring is also
derived. Our proposed scheme provides provable local SLP
and global SLP. Simulation results demonstrate that the
proposed scheme can achieve very good performance in
energy consumption and message delivery latency, while
assuring a high message delivery ratio.
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